251The material in this chapter is the result of joint work with Nancy Lynch and J¿rgen S¿gaard-Andersen.Chapter 10Reliable Messages andConnection EstablishmentButler W. Lampson10.1IntroductionGiven an unreliable network, we would like to reliably deliver messages from asender to a receiver. This is the function of the transport layer of the ISO seven-layer cake. It uses the network layer, which provides unreliable message deli-very, as a channel for communication between the sender and the receiver.Ideally we would like to ensure that¥messages are delivered in the order they are sent,¥every message sent is delivered exactly once, and¥an acknowledgement is returned for each delivered message.Unfortunately, it�s expensive to achieve the second and third goals in spite ofcrashes and an unreliable network. In particular, it�s not possible to achieve themwithout making some change to stable state (state that survives a crash) everytime a message is received. Why? When we receive a message after a crash, wehave to be able to tell whether it has already been delivered. But if delivering themessage doesn�t change any state that survives the crash, then we can�t tell.So if we want a cheap deliver operation which doesn�t require writing stablestate, we have to choose between delivering some messages more than once andlosing some messages entirely when the receiver crashes. If the effect of a mes-sage is idempotent, of course, then duplications are harmless and we will choose

252mmButler W. Lampsonthe first alternative. But this is rare, and the latter choice is usually the lesser oftwo evils. It is called �at-most-once� message delivery. Usually the sender alsowants an acknowledgement that the message has been delivered, or in case thereceiver crashes, an indication that it might have been lost. At-most-once mes-sages with acknowledgements are called �reliable� messages.There are various ways to implement reliable messages. An implementation iscalled a �protocol�, and we will look at several of them. All are based on the ideaof tagging a message with an identifier and transmitting it repeatedly to over-come the unreliability of the channel. The receiver keeps a stock of good identifi-ers that it has never accepted before; when it sees a message tagged with a goodidentifier, it accepts it, delivers it, and removes that identifier from the good set.Otherwise, the receiver just discards the message, perhaps after acknowledgingit. In order for the sender to be sure that its message will be delivered rather thandiscarded, it must tag the message with a good identifer.What makes the implementations tricky is that we expect to lose some statewhen there is a crash. In particular, the receiver will be keeping track of at leastsome of its good identifiers in volatile variables, so these identifiers will becomebad at the crash. But the sender doesn�t know about the crash, so it will go onusing the bad identifiers and thus send messages that the receiver will reject. Dif-ferent protocols use different methods to keep the sender and the receiver moreor less in sync about what identifiers to use.In practice reliable messages are most often implemented in the form of �con-nections�. The idea is that a connection is �established�, any amount of informa-tion is sent on the connection, and then the connection is �closed�. You can thinkof this as the sending of a single large message, or as sending the first messageusing one of the protocols we discuss, and then sending later messages with in-creasing sequence numbers. Usually connections are full-duplex, so that eitherend can send independently, and it is often cheaper to establish both directions atthe same time. We ignore all these complications in order to concentrate on theessential logic of the protocols.What we mean by a crash is not simply a failure and restart of a node. In prac-tice, protocols for reliable messages have limits, called �timeouts�, on the length oftime for which they will wait to deliver a message or get an ack. We model theexpiration of a timeout as a crash: the protocol abandons its normal operationand reports failure, even though in general it�s possible that the message in facthas been or will be delivered.We begin by writing a careful specification S for reliable messages. Then wepresent a �lower-level� spec D in which the non-determinism associated with los-ing messages when there is a crash is moved to a place that is more convenientfor implementations. We explain why D implements S but don�t give a proof,since that requires techniques beyond the scope of this chapter. With this ground-work, we present a generic protocol G and a proof that it implements D. Then wedescribe two protocols that are used in practice, the handshake protocol H andthe clock-based protocol C, and show how both implement G. Finally, we explainhow to modify our protocols to work with finite sets of message identifiers, andsummarize our results.

Reliable Messages and Connection Establishmentmm253The goals of this chapter are to:¥Give a simple, clear, and precise specification of reliable message deliveryin the presence of crashes.¥Explain the standard handshake protocol for reliable messages that is usedin TCP, ISO TP4, and many other widespread communication systems, aswell as a newer clock-based protocol.¥Show that both protocols can be best understood as special cases of a sim-pler, more general protocol for using identifiers to tag messages andacknowledgements for reliable delivery.¥Use the method of abstraction functions and invariants to help in under-standing these three subtle concurrent and fault-tolerant algorithms, and inthe process present all the hard parts of correctness proofs for all of them.¥Take advantage of the generic protocol to simplify the analysis and thearguments.10.1.1MethodsWe use the definition of �implements� and the abstraction function proof methodexplained in Chapter 3. Here is a brief summary of this material.Suppose that X and Y are state machines with named transitions called actions;think of X as a specification and Y as an implementation. We partition the actionsof X and Y into external and internal actions. A behavior of a machine M is a se-quence of actions that M can take starting in an initial state, and an external behav-ior of M is the subsequence of a behavior that contains only the external actions.We say Y implements X iff every external behavior of Y is an external behavior ofX.1 This expresses the idea that what it means for Y to implement X is that fromthe outside you don�t see Y doing anything that X couldn�t do.The set of all external behaviors is a rather complicated object and difficult toreason about. Fortunately, there is a general method for proving that Y imple-ments X without reasoning explicitly about behaviors in each case. It works asfollows. First, define an abstraction function f from the state of Y to the state of X.Then show that Y simulates X:1.f maps an initial state of Y to an initial state of X.2.For each Y-action and each reachable state y there is a sequence of X-actions(perhaps empty) that is the same externally, such that the following dia-gram commutes.1 Actually this definition only deals with the implementation of safety properties. Roughlyspeaking, a safety property is an assertion that nothing bad happens; it is a generalization of thenotion of partial correctness for sequential programs. A system that does nothing implements anysafety property. Specifications may also include liveness properties, which roughly assert thatsomething good eventually happens; these generalize the notion of termination for sequentialprograms. A full treatment of liveness is beyond the scope of this chapter, but we do explaininformally why the protocols make progress.

254mmButler W. Lampson f(y)yy’f(y’)Y-actionX-actionsffA sequence of X-actions is the same externally as a Y-action if they are the sameafter all internal actions are discarded. So if the Y-action is internal, all the X-actions must be internal (perhaps none at all). If the Y-action is external, all the X-actions must be internal except one, which must be the same as the Y-action.A straightforward induction shows that Y implements X: For any Y-behaviorwe can construct an X-behavior that is the same externally, by using (2) to mapeach Y-action into a sequence of X-actions that is the same externally. Then thesequence of X-actions will be the same externally as the original sequence of Y-actions.In order to prove that Y simulates X we usually need to know what the reach-able states of Y are, because it won�t be true that every action of Y from an arbi-trary state of Y simulates a sequence of X-actions; in fact, the abstraction functionmight not even be defined on an arbitrary state of Y. The most convenient way tocharacterize the reachable states of Y is by an invariant, a predicate that is true ofevery reachable state. Often it�s helpful to write the invariant as a conjunction,and to call each conjunct an invariant. It�s common to need a stronger invariantthan the simulation requires; the extra strength is a stronger induction hypothesisthat makes it possible to establish what the simulation does require.So the structure of a proof goes like this:¥Establish invariants to characterize the reachable states, by showing thateach action maintains the invariants.¥Define an abstraction function.¥Establish the simulation, by showing that each Y-action simulates a se-quence of X-actions that is the same externally.This method works only with actions and does not require any reasoningabout behaviors. Furthermore, it deals with each action independently. Only theinvariants connect the actions. So if we change (or add) an action of Y, we onlyneed to verify that the new action maintains the invariants and simulates a se-quence of X-actions that is the same externally. We exploit this remarkable fact inSection 10.9 to extend our protocols so that they use finite, rather than infinite,sets of identifiers.In what follows we give abstraction functions and invariants for each protocol.The actual proofs that the invariants hold and that each Y-action simulates a suit-able sequence of X-actions are routine, so we give proofs only for a few sampleactions.

Reliable Messages and Connection Establishmentmm25510.1.2Types and NotationWe use a type M for the messages being delivered. We assume nothing about M.All the protocols except S and D use a type I of identifiers for messages. Ingeneral we assume only that Is can be compared for equality; C assumes a totalordering. If x is a multiset whose elements have a first I component, we writeids(x) for the multiset of Is that appear first in the elements of x.We write Æ...æ for a sequence with the indicated elements and + for concatena-tion of sequences. We view a sequence as a multiset in the obvious way. We writex = (y, *) to mean that x is a pair whose first component is y and whose secondcomponent can be anything, and similarly for x = (*, y).We define an action by giving its name, a guard that must be true for the actionto occur, and an effect described by a set of assignments to state variables. Weencode parameters by defining a whole family of actions with related names; forinstance, get(m) is a different action for each possible m. Actions are atomic; eachaction completes before the next one is started.To express concurrency we introduce more actions. Some of these actions maybe internal, that is, they may not involve any interaction with the client of theprotocol. Internal actions usually make the state machine non-deterministic, sincethey can happen whenever their guards are satisfied, not just when there is aninteraction with the environment. We mark external actions with *s, two for aninput action and one for an output action. Actions without *s are internal.It�s convenient to present the sender actions on the left and the receiver actionson the right. Some actions are not so easy to categorize, and we usually put themon the left.10.2The Specification SThe specification S for reliable messages is a slight extension of the spec for a FIFOqueue. Figure 10.1 shows the external actions and some examples of its transi-tions. The basic state of S is the FIFO queue q of messages, with put(m) and get(m)actions. In addition, the status variable records whether the most recently sentmessage has been delivered. The sender can use getAck(a) to get this information;after that it may be forgotten by setting status to lost, so that the sender doesn�thave to remember it forever. Both sender and receiver can crash and recover. Inthe absence of crashes, every message put is delivered by get in the same orderand is positively acknowledged. If there is a crash, any message still in the queuemay be lost at any time between the crash and the recovery, and its ack may belost as well.The getAck(a) action reports on the message most recently put, as follows. Ifthere has been no crash since it was put there are two possibilities:¥the message is still in q and getAck cannot occur;¥the message was delivered by get(m) and getAck(OK) occurs.If there have been crashes, there are two additional possibilities:

256mmButler W. Lampsonstatus = ?ReceiverSendercrashlose(B)lose(D)recoverput(m)getAck(a)q =get(m)DCBget(B)get(C)get(D)status = OKq =status = lostq =CFigure 10.1. Some states and transitions for S¥the message was lost and getAck(lost) occurs;¥the message was delivered or is still in q but getAck(lost) occurs anyway.The ack makes the most sense when the sender alternates put(m) and getAck(a)actions. Note that what is being acknowledged is delivery of the message to theclient, not its receipt by some part of the implementation, so this is an end-to-endack. In other words, the get should be thought of as including client processing ofthe message, and the ack might include some result returned by the client such asthe result of a remote procedure call. This could be expressed precisely by addingan ack action for the client. We won�t do that because it would clutter up the pre-sentation without improving our understanding of how reliable messages work.To define S we introduce the types A (for acknowledgement) with values in{OK, lost} and Status with values in {OK, lost, ?}. Table 10.1 gives the state andactions of S. Note that it says nothing about channels; they are part of the imple-mentation and have nothing to do with the spec.Why do we have both crash and recover actions, as opposed to just a crashaction? A spec which only allows messages to be lost at the time of a crash is notimplemented by a protocol like C in which the sender accepts a message with putand sends it without verifying that the receiver is running normally. In this casethe message is lost even though it wasn�t in the system at the time of the crash.This is why we have a separate recoverr action which allows the receiver to de-clare the point after a crash when messages are again guaranteed not to be lost.There seems to be no need for a recovers action, but we have one for symmetry.A spec which only allows messages to be lost at the time of a recover is notimplemented by any protocol that can have two messages in the network at thesame time, because after a crashs and before the following recovers it�s possible forthe second message in the network to be delivered, which means that the firstone must be lost to preserve the FIFO property.

Reliable Messages and Connection Establishmentmm257SenderReceiverNameGuardEffectNameGuardEffect**put(m)recs = falseappend m to q,status := ?*get(m)recr = false,m is first on qremove head of q,if q = empty and status = ?then status := OK*getAck(a)recs = false,status = aoptionally status := lost**crashsrecs := true**crashrrecr := true*recoversrecsrecs := false*recoverrrecrrecr := falseloserecs or recr delete some element from q; if it�s the last then status := lost,or status := lostq: sequence[M]:= Æ æstatus: Status:= lostrecs: Boolean:= false (rec is short for �recovering�)recr: Boolean:= falseTable 10.1. State and actions of SThe simplest spec which covers both these cases can lose a message at any timebetween a crash and its following recover, and we have adopted this alternative.10.3The Delayed-Decision Specification DNext we introduce an implementation of S, called the delayed-decision specifica-tion D, that is more non-deterministic about when messages are lost. The reasonfor D is to simplify the proofs of the protocols: with more freedom in D, it�s easierto prove that a protocol simulates D than to prove that it simulates S. A typicalprotocol transmits messages from the sender to the receiver over some kind ofchannel which can lose messages; to compensate for these losses, the senderretransmits. If the sender crashes with a message in the channel it stops retrans-mitting, but whether the receiver gets the message depends on whether thechannel loses it. This may not be decided until after the sender has recovered. Sothe protocol doesn�t decide whether the message is lost until after the sender hasrecovered. D has this freedom, but S does not.D is the same as S except that the decisions about which messages to lose atrecovery, and whether to lose the ack, are made by asynchronous drop actionsthat can occur after recovery. Each message in q, as well as the status variable, isaugmented by an extra component of type Mark which is normally + but may be-come # between crash and recovery because of a mark action. At any time anunmark action can change a mark from # back to +, a message marked # can belost by drop, or a status marked # can be set to lost by drop. Figure 10.2 gives anexample of the transitions of D; the + marks are omitted.

258mmButler W. Lampsondrop(B)drop(D)status = ?Sendercrashmark(B)mark(D)recoverput(m)getAck(a)q =get(m)DCBstatus = lostq =status = ? #q =D#CB#CReceiverFigure 10.2. Some states and transitions of DSenderReceiverNameGuardEffectNameGuardEffect**put(m)recs = falseappend (m, +) to q,status := (?, +)*get(m)recr = false,(m, *) first on qremove head of q,if q = empty and status = (?, x)then status:=(OK,x)*getAck(a)recs = false,status = (a, *) status := (a, +)or status := (lost, +)**crashsrecs := true**crashrrecr := true*recoversrecsrecs := false*recoverrrecrrecr := falsemarkrecs or recrfor some element of q or for status, mark := #unmarkfor some elementof q or for status, mark := +dropdelete an element of q with mark = #; if it was the last element, status := (lost, +)orif status = (*, #), status := (lost, +)q: sequence[(M, Mark)]:= Æ æstatus: (Status, Mark):= (lost, +)recs: Boolean:= falserecr: Boolean:= falseTable 10.2. State and actions of D

Reliable Messages and Connection Establishmentmm259NameGuardEffectNameGuardEffect**sendsr(p)add some numberof copies of p to sr**sendrs(p)add some numberof copies of p to rs*rcvsr(p)p ˛ srremove one pfrom srrcvrs(p)p ˛ rsremove one pfrom rslosesr(p)p ˛ srremove one pfrom srlosers(p)p ˛ rsremove one pfrom rsTable 10.3. Actions of the channelsTo define D we introduce the type Mark which has values in the set {+, #}.Table 10.2 gives the state and actions of D.10.3.1Proof that D Implements SWe do not give this proof, since to do it using abstraction functions we wouldhave to introduce �prophecy variables�, also known as �multi-valued mappings�or �backward simulations� (Abadi and Lamport [1991], Lynch and Vaandrager[1993]). If you work out some examples, however, you will probably see why thetwo specs S and D have the same external behavior.10.4ChannelsAll our protocols use the same channel abstraction to transfer informationbetween the sender and the receiver. We use the name �packet� for the messagessent over a channel, to distinguish them from reliable messages. A channel canfreely drop and reorder packets, and it can duplicate a packet any finite numberof times when it�s sent;2 the only thing it isn�t allowed to do is deliver a packetthat wasn�t sent. The reason for using such a weak specification is to ensure thatthe reliable message protocol will work over any bit-moving mechanism thathappens to be available. With a stronger channel spec, for instance one thatdoesn�t reorder packets, it�s possible to have somewhat simpler or more efficientimplementations.There are two channels sr and rs, one from sender to receiver and one from re-ceiver to sender, each a multiset of packets initially empty. The nature of a packetvaries from one protocol to another. Table 10.3 gives the channel actions.Protocols interact with the channels through the external actions send(...) andrcv(...) which have the same names in the channel and in the protocol. One ofthese actions occurs if both its pre-conditions are true, and the effect is both theeffects. This always makes sense because the states are disjoint.2 You might think it would be more natural and closer to the actual implementation of achannel to allow a packet already in the channel to be duplicated. Unfortunately, if a packet canbe duplicated any number of times it�s possible that a protocol like H (see section 10.8) will notmake any progress.

260mmButler W. Lampson10.5The Generic Protocol GThe generic protocol G generalizes two practical protocols described later, H andC; in other words, both of them implement G. This protocol can�t be implementeddirectly because it has some �magic� actions that use state from both sender andreceiver. But both real protocols implement these actions, each in its own way.The basic idea is derived from the simplest possible distributed implementa-tion of S, which we call the stable protocol SB. In SB all the state is stable (that is,nothing is lost when there is a crash), and each end keeps a set gs or gr of goodidentifiers, that is, identifiers that have not yet been used. Initially gs ˝ gr, and theprotocol maintains this as an invariant. To send a message the sender chooses agood identifier i from gs, attaches i to the message, moves i from gs to a lastsvariable, and repeatedly sends the message. When the receiver gets a messagewith a good identifier it accepts the message, moves the identifier from gr to alastr variable, and returns an ack packet for the identifier after the message hasbeen delivered by get. When the receiver gets a message with an identifier thatisn�t good, it returns a positive ack if the identifier equals lastr and the messagehas been delivered. The sender waits to receive an ack for lasts before doinggetAck(OK). There are never any negative acks, since nothing is ever lost.This protocol satisfies the requirements of S; indeed, it does better since itnever loses anything.1.It provides at-most-once delivery because the sender never uses the sameidentifier for more than one message, and the receiver accepts an identifierand its message only once.2.It provides FIFO ordering because at most one message is in transit at a time.3.It delivers all the messages because the sender�s good set is a subset of thereceiver�s.4.It acks every message because the sender keeps retransmitting until it getsthe ack.The SB protocol is widely used in practice, under names that resemble �queu-ing system�. It isn�t used to establish connections because the cost of a stablestorage write for each message is too great.In G we have the same structure of good sets and last variables. However, theyare not stable in G because we have to update them for every message, and wedon�t want to do a stable write for every message. Instead, there are operations togrow and shrink the good sets; these operations maintain the invariant gs ˝ gr aslong as there is no receiver crash. When there is a crash, messages and acks canbe lost, but S and D allow this. Figure 10.3 shows the state and some possibletransitions of G in simplified form. The names in outline font are state variablesof D, and the corresponding values are the values of the abstraction function inthat state.

Reliable Messages and Connection Establishmentmm261ReceiverSendergs =lasts =msg =sr =rs =gr =lastr =mark =3C2+q = Cstatus= ?3C3C3+q = status= OK3OK3 4 5nil2+q = C#status= lost3C3Cnil#q = C#status= ? #3Cget(C)crashscrashr; recovernillostshrinkr(3)(after strikeout)(before strikeout)4 4 53 4 5443 4 5Figure 10.3. Some states and transitions of GFigure 10.4 shows the state of G, the most important actions, and the S-shapedflow of information. The new variables in the figure are the complement of theused variables in the code. The heavy lines show the flow of a new identifier fromthe receiver to the sender, back to the receiver along with the message, and thenback again to the sender along with the acknowledgement.G also satisfies the requirements of S, but not quite in the same way as SB.1.At-most-once delivery is the same as in SB.2.The sender may send a message after a crash without checking that aprevious outstanding message has actually been received. Thus more thanone message can be in transit at a time, so there must be a total ordering onthe identifiers in transit to maintain FIFO ordering of the messages. In G thisordering is defined by the order in which the sender chooses identifiers.3.Complete delivery is the same as in SB as long as there is no receiver crash.When the receiver crashes gs ˝ gr may cease to hold, with the effect thatmessages that the sender handles during the receiver crash may be assignedidentifiers that are not in gr and hence may be lost. The protocol ensuresthat this can�t happen to messages whose put happens after the receiver hasrecovered. When the sender crashes, it stops retransmitting the current mes-sage, which may be lost as a result.4.As in SB, the sender keeps retransmitting until it gets an ack, but since mes-sages can be lost, there must be negative as well as positive acks. When thereceiver sees a message with an identifier that is not in gr and not equal to

262mmButler W. Lampsonsr3A5B5OKrs4lostnewrgsgrlastrget(m)lastsgrowr(i)grows(i)choose(i)put(m)getAck(a)ReceiverSendersend(i,m)rcv(i,a)send(i,a)rcv(i,m)msgrecsrecr[copy]SenderactionsstateReceiverstateactionsmessages / acksidentifiers channelsFigure 10.4. State, main actions, and information flow of Glastr it optionally returns a negative ack. There is no point in doing this for amessage with i < lastr because the sender only cares about the ack for lasts,and the protocol maintains the invariant lastr £ lasts. If i > lastr, however, thereceiver must sometimes send a negative ack in response so that the sendercan find out that the message may have been lost.G is organized into a set of implementable actions that also appear, with veryminor variations, in both H and C, plus the magic grow, shrink, and cleanupactions that are simulated quite differently in H and in C.When there are no crashes, the sender and receiver each go through a cycle ofmodes, the sender perhaps one mode ahead. In one cycle one message is sent andacknowledged. For the sender, the modes are idle, [needI], send; for the receiver,they are idle and ack. An agent that is not idle is busy. The bracketed mode is�internal�: it�s possible to advance to the next mode without receiving anothermessage. The modes are not explicit state variables, but instead are derived fromthe values of the msg and last variables, as follows:modes = idleiff msg = nilmoder = idleiff lastr = nilmodes = needIiff msg „ nil and lasts = nilmodes = sendiff msg „ nil and lasts „ nilmoder = ackiff lastr „ nilTo define G we introduce the types:I, an infinite set of identifiers.

Reliable Messages and Connection Establishmentmm2635OKrs4lostnewrgsgr=lastr=get(m)lasts=growr(i)grows(i)choose(i)put(m)getAck(a)I˛recrnewsReceiverSendersr3A5BYrcv(i, *)send(i,m)rcv(i,a)send(i,a)rcv(i,m)shrinkr(i)Xchoose(i)shrinks(i)msgrecsrecrmsg „ nil,lasts = nilOKlost[copy]SenderactionsstateReceiverstateactionsor markX = i ˇ (gs ¨ {lasts})Y = gs ˝ gr or recr #+put(m)markFigure 10.5. Details of actions and information flow in GP (packet), a pair (I, M or A).The sender sends (I, M) packets to the receiver, which sends (I, A) packets back.The I is there to identify the packet for the destination. We define a partial orderon I by the rule that i < i’ iff i precedes i’ in the sequence useds.The G we give is a somewhat simplified version, because the actions are not asatomic as they should be. In particular, some actions have two external inter-actions, sometimes one with a channel and one with the client, sometimes twowith channels. However, the simplified version differs from one with the properatomicity only in unimportant details. The appendix gives a version of G with allthe fussy details in place. We don�t give these details for the C and H protocolsthat follow, but content ourselves with the simplified versions in order to empha-size the important features of the protocols.Figure 10.5 is a more detailed version of Figure 10.4, which shows all theactions and the flow of information between the sender and the receiver. Statevariables are given in bold, and the black guards on the transitions give the pre-conditions. The mark variable can be # when the receiver has recovered since amessage was put; it reflects the fact that the message may be dropped.Table 10.4 gives the state and actions of G. The magic parts, that is, those thattouch non-local state, are boxed. The conjunct ´ recs has been omitted from the

264mmButler W. LampsonNameGuardEffectNameGuardEffect**put(m)msg = nil,gs˚˝˚gr˚or˚recrmsg := m,mark˚:=˚+choose(i)msg „ nil,lasts = nil,i ˛ gsgs —:={j | j £ i},lasts := i,useds +:= Æiæ*get(m)exists i suchthat rcvsr(i,m),i ˛ grgr —:={j | j £ i},lastr := i,sendrs(i, OK)sendlasts „ nilsendsr(lasts, msg)*getAck(a)rcvrs(lasts, a)lasts := nil,msg := nilsendAckexists i suchthat rcvsr(i, *),i ˇ groptionally sendrs(i, if i = lastrthen OK else lost)**crashsrecs := true**crashrrecr := true*recoversrecslasts := nil,msg := nil,recs := false*recoverrrecr,usedr ˚ gs ¨ usedslastr := nil,mark := #,recr := falseshrinks(i)gs —:= {i}shrinkr(i)i ˇ gs, i „ lastsor mark = #gr —:= {i}grows(i)i ˇ useds,i ˛ gr or recrgs +:= {i}growr(i)i ˇ usedrgr +:= {i},usedr +:= {i}grow-useds(i)i ˇ useds ¨ gs,i ˛ usedr or recruseds +:= {i}cleanuplastr „ lastslastr := nilunmarkgs ˝ gr, lasts ˛gr ¨ {lastr,nil}mark := +useds: sequence[I]:= Æ æ (stable)usedr: set[I]:= { } (stable)gs: set[I]:= { }gr: set[I]:= { }lasts: I or nil:= nillastr: I or nil:= nilmsg: M or nil:= nilmark: Mark:= #recs: Boolean:= falserecr: Boolean:= falseTable 10.4. State and actions of Gguards of all the sender actions except recovers, and likewise for ´ recr and thereceiver actions.In addition to meeting the spec S, this protocol has some other importantproperties:¥It makes progress: regardless of prior crashes, provided both ends stay upand the channels don�t always lose messages, then if there�s a message tosend it is eventually sent, and otherwise both parties eventually becomeidle, the sender because it gets an ack, the receiver because eventuallycleanup makes mode = idle. Progress depends on doing enough grow actions,and in particular on completing the sequence growr(i), grows(i), choose(i).

Reliable Messages and Connection Establishmentmm265¥It�s not necessary to do a stable storage operation for each message. Instead,the cost of a stable storage operation can be amortized over as many mes-sages as you like. G has only two stable variables: useds and usedr. Differentimplementations of G handle useds differently. To reduce the number ofstable updates to usedr, refine G to divide usedr into the union of a stableusedr-s and a volatile usedr-v. Move a set of Is from usedr-s to usedr-v with asingle stable update. The usedr-v becomes empty in recoverr; simulate thiswith growr(i) followed immediately by shrinkr(i) for every i in usedr-v.¥The only state required for an idle agent is the stable variable used. All theother (volatile) state is the same at the end of a message transmission as atthe beginning. The sender forgets its state in getAck, the receiver in cleanup,and both in recover. The shrink actions make it possible for both parties toforget the good sets. This is important because agents may need to com-municate with many other agents between crashes, and it isn�t practical torequire that an agent maintain some state for everyone with whom it hasever communicated.¥An idle sender doesn�t send any packets. An idle receiver doesn�t send anypackets unless it receives one, because it sends an acknowledgement only inresponse to a packet. This is important because the channel resourcesshouldn�t be wasted.We have constructed G with as much non-determinism as possible in order tomake it easy to prove that different practical protocols implement G. We couldhave simplified it, for instance by eliminating unmark, but then it would be moredifficult to construct an abstraction function from some other protocol to G, sincethe abstraction function would have to account for the fact that after a recoverr themark variable is # until the next put. With unmark, an implementation of G is freeto set mark back to + whenever the guard is true.10.5.1Abstraction Function to DThe abstraction function is an essential tool for proving that the protocolimplements the spec. But it is also an important aid to understanding what isgoing on. By studying what happens to the value of the abstraction functionduring each action of G, we can learn what the actions are doing and why theywork.Definitionscur-q={(msg, mark)}if msg „ nil and (lasts = nil or lasts ˛ gr){ }otherwiseinflightsr={(i, m) ˛ ids(sr) | i ˛ gr and i „ lasts},sorted by i to make a sequenceold-q=the sequence of (M, Mark)�s gotten by turningeach (i, m) in inflightsr into (m, #)inflightrs={lasts} if (lasts, OK) ˛ rs and lasts „ lastr{ } otherwise.

266mmButler W. LampsonNote that the inflights exclude elements that might still be retransmitted as well aselements that are not of interest to the destination. This is so the abstraction func-tion can pair them with the # mark.Abstraction functionqold-q + cur-qstatus(?, mark)if cur-q „ { }(a)(OK, +)if modes = send and lasts = lastr(b)(OK, #)if modes = send and lasts ˛ inflightrs(c)(lost, +)if modes = send (d)and lasts ˇ (gr ¨ {lastr} ¨ inflightrs)(lost, +)if modes = idle(e)recs/rrecs/rThe cases of status are exhaustive. Note that we do not want (msg, +) in q if modes= send and lastss ˇ gr, because in this case msg has been delivered or lost.We see that G simulates the q of D using old-q + cur-q, and that old-q is the left-over messages in the channel that are still good but haven�t been delivered, whilecur-q is the message the sender is currently working on, as long as its identifier isnot yet assigned or still good. Similarly, status has a different value for each stepin the delivery process: still sending the message (a), normal ack (b), ack after areceiver crash (c), lost ack (d), or delivered ack (e).10.5.2InvariantsLike the abstraction function, the invariants are both essential to the proof and animportant aid to understanding. They express a great deal of information abouthow the protocol is supposed to work. It�s especially instructive to see how theparts of the state that have to do with crashes (recs/r and mark) affect them.The first few invariants establish some simple facts about the used sets andtheir relation to other variables. (G2) reflects that fact that identifers move from gsto useds one by one, (G3) the fact that unless the receiver is recovering, identifiersmust enter usedr before they can appear anywhere else (G4) the fact that theymust enter useds before they can appear in last variables or channels.If msg = nil then lasts = nil(G1)gs ˙ useds = { }(G2a)All elements of useds are distinct.(G2b)usedr ˚ gr(G3a)If ´ recr then usedr ˚ gs ¨ useds(G3b)useds ˚ {lasts, lastr} — {nil} ¨ ids(sr) ¨ ids(rs) (G4)The next invariants deal with the flow of identifiers during delivery. (G5) saysthat each identifier tags at most one message. (G6) says that if all is well, gs andlasts are such that a message will be delivered and acknowledged properly. (G7)says that an identifier for a message being acknowledged can�t be good.

Reliable Messages and Connection Establishmentmm267{m | (i = lasts and m = msg) or (i, m) ˛ sr} has 0 or 1 elements(G5)If mark = + and ´ recs and ´ recr then gs ˝ gr and lasts ˛ gr ¨ {lastr, nil}(G6)gr ˙ ({lastr} ¨ ids(rs)) = { }(G7)Finally, some facts about the identifier lasts for the message the sender is tryingto deliver. It comes later in the identifier ordering than any other identifier in sr(G8a). If it�s been delivered and is getting a positive ack, then neither it nor anyother identifier in sr is in gr, but they are all in usedr (G8b). If it�s getting a nega-tive ack then it won�t get a later positive one (G8c).If lasts „ nil thenids(sr) £ lasts(G8a)andif lasts = lastr or (lasts,OK) ˛ rs then({lasts} ¨ ids(sr)) ˙ gr = { }(G8b)and({lasts} ¨ ids(sr)) ˝ usedrandif (lasts, lost) ˛ ids(rs) then lasts „ lastr(G8c)10.5.3Proof that G Implements DThis requires showing that every action of G simulates some sequence of actionsof D which is the same externally. Since G has quite a few actions, the proof issomewhat tedious. A few examples give the flavor.�recovers: Mark msg and drop it unless it moves to old-q; mark and drop status.�get(m): For the change to q, first drop everything in old-q less than i. Then m isfirst on q since either i is the smallest I in old-q, or i = lasts and old-q is empty by(G8a). So D�s get(m) does the rest of what G�s does. Everything in old-q + cur-qthat was £ i is gone, so the corresponding M�s are gone from q as required.We do status by the abstraction function�s cases on its old value. D says itshould change to (OK, x) iff q becomes empty and it was (?, x). In cases (c-e) statusisn�t (?, x) and it doesn�t change. In case (b) the guard i ˛ gr of get is false by(G8b). In case (a) either i = lasts or not. If not, then cur-q remains unchanged by(G8a), so status does also and q remains non-empty. If so, then cur-q and q bothbecome empty and status changes to case (b). Simulate this by umarking status ifnecessary; then D�s get(m) does the rest.�getAck(a): The q is unchanged because lasts = i ˛ ids(rs), so lasts ˇ gr by (G7) andhence cur-q is empty, so changing msg to nil keeps it empty. Because old-q doesn�tchange, q doesn�t either. We end up with status = (lost, +) according to case (e), asrequired by D. Finally, we must show that a agrees with the old value of status.We do this by the cases of status as we did for get:(a)Impossible, because it requires lasts ˛ gr, but we know lasts ˛ ids(rs), whichexcludes lasts ˛ gr by (G7).(b)In this case lasts = lastr, so (G8c) ensures a „ lost, so a = OK.(c)If a = OK we are fine. If a = lost drop status first.(d)Since lasts ˇ inflightrs, only (lasts, lost) ˛ rs is possible, so a = lost.(e)Impossible because lasts „ nil.

268mmButler W. Lampson�shrinkr: If recr then msg may be lost from q; simulate this by marking and drop-ping it, and likewise for status. If mark = # then msg may be lost from q, but it ismarked, so simulate this by dropping it, and likewise for status. Otherwise theprecondition ensures that lasts ˛ gr doesn�t change, so cur-q and status don�t.Inflightsr, and hence old-q, can lose an element; simulate this by dropping the cor-responding element of q, which is possible since it is marked #.10.6How C and H Implement GWe now proceed to give two practical protocols, the clock-based protocol C andthe handshake protocol H. Each implements G, but they handle the good setsquite differently.In C the good sets are maintained using time; to make this possible the senderand receiver clocks must be roughly synchronized, and there must be an upperbound on the time required to transmit a packet. The sender�s current time timesis the only member of gs; if the sender has already used times then gs is empty.The receiver accepts any message with an identifier in the range (timer — 2e — d,timer + 2e), where e is the maximum clock skew from real time and d the maxi-mum packet transmission time, as long as it hasn�t already accepted a messagewith a later identifier.In H the sender asks the receiver for a good identifier; the receiver�s obligationis to keep the identifier good until it crashes or receives the message, or learnsfrom the sender that the identifier will never be equal to lasts.We begin by giving the abstraction functions from C and H to G, and a sketchof how each implements the magic actions of G, to help the reader in comparingthe protocols. Careful study of these should make it clear exactly how each proto-col implements G�s magic actions in a properly distributed fashion.Then for each protocol we give a figure that shows the flow of packets, follow-ed by a formal description of the state and the actions. The portion of the figuresthat shows messages being sent and acks returned is exactly the same as the bot-tom half of Figure 10.4 for G; all three protocols handle messages and acksidentically. They differ in how the sender obtains good identifiers, shown in thetop of the figures, and in how the receiver cleans up its state. In the figures for Cand H we show the abstraction function to G in outline font.Note that G allows either good set to grow or shrink by any number of Isthrough repeated grow or shrink actions as long as the invariants gs ˝ gr and lasts˛ gr ¨ {lastr} are maintained in the absence of crashes. For C the increase actionssimulate occurrences of several growr and shrinkr actions, one for each i in the setdefined in the table. Likewise rcvrs(js, i) in H may simulate several shrinks actions.

Reliable Messages and Connection Establishmentmm269Abstraction functions to GGCHuseds{i | 0 £ i < times} ¨ {sent} — {nil}useds (history)usedr{i | 0 £ i < low}usedrgs{times} — {sent}{i | (js, i) ˛ rs}gr{i | low < i and i < high}{ir} — {nil}mark# if lasts ˛ gr and deadline = nil+ otherwise# if modes = needI and gs ¸ gr+ otherwisemsg, lasts/r, and recs/r are the same in G, C, and Hsrsrthe (I, M) messages in srrsrsthe (I, A) messages in rsSketch of implementationsGCHgrows(i)tick(i)sendrs(js, i)shrinks(i)tick(i’), i ˛ {times} — {sent}losers(js, i) if the last copy is lostor rcvrs(js, i’), for each i ˛ gs — {i’}growr(i)increase-high(i’), for each i ˛ {i | high < i < i’}mode = idle and rcvsr(needI, *)shrinkr(i)increase-low(i’), for each i ˛ {i | low < i £ i’}rcvsr(ir, done)cleanupcleanuprcvsr(lastr, done)10.7The Clock-Based Protocol CThis protocol is due to Liskov, Shrira, and Wroclawski [1991]. Figure 10.6 showsthe state and the flow of information. Compare it with Figure 10.4 for G, and notethat there is no flow of new identifiers from receiver to sender. In C the passageof time supplies the sender with new identifiers, and is also allows the receiver toclean up its state.The idea behind C is to use loosely synchronized clocks to provide the identifi-ers for messages. The sender uses its current time for the next identifier. Thereceiver keeps track of low, the biggest clock value for which it has accepted amessage: bigger values than this are good. The receiver also keeps a stable boundhigh on the biggest value it will accept, chosen to be larger than the receiver�sclock plus the maximum clock skew. After a crash the receiver sets low := high;this ensures that no messages are accepted twice.

270mmButler W. Lampsonchoose(i)timer2e2ed skewtransmissiontimehighlow£bgrgs skewtimes5OKrs4lostlastrget(m)lastsput(m)getAck(a)ReceiverSendersr3A5Bsend(i,m)rcv(i,a)send(i,a)rcv(i,m)msgrecsrecrSenderactionsstateReceiverstateactionsfromnew isenderFigure 10.6. The flow of information in CThe sender�s clock advances, which ensures that it will get new identifiers andalso ensures that it will eventually get past low and start sending messages thatwill be accepted after a receiver crash.It�s also possible for the receiver to advance low spontaneously (by increase-low)if it hasn�t received a message for a long time, as long as low stays smaller thanthe current time — 2e — d, where e is the maximum clock skew from real time andd is the maximum packet transmission time. This is good because it gives thereceiver a chance to run several copies of the protocol (one for each of severalsenders), and make the values of low the same for all the idle senders. Then thereceiver only needs to keep track of a single low for all the idle senders, plus onefor each active sender. Together with C�s cleanup action this ensures that thereceiver needs no storage for idle senders.If the assumptions about clock skew and maximum packet transmission timeare violated, C still provides at-most-once delivery, but it may lose messages(because low is advanced too soon or the sender�s clock is later than high) or ac-knowledgements (because cleanup happens too soon).Modes, types, packets, and the pattern of messages are the same as in G, exceptthat the I set has a total ordering. The deadline variable expresses the assumptionabout maximum packet delivery time: real time doesn�t advance (by progress)past the deadline for delivering a packet. In a real implementation, of course,there will be some other properties of the channel from which the constraint im-posed by deadline can be deduced. These are usually probabilistic; we deal withthis by declaring a crash whenever the channel fails to meet its deadline.

Reliable Messages and Connection Establishmentmm271NameGuardEffectNameGuardEffect**put(m)msg = nilmsg := mchoose(i)msg „ nil,lasts = nil,i=times, i„sentsent := i, lasts := i,deadline := now+d*get(m)exists i suchthat rcvsr(i, m),i ˛ (low..high)low := i, lastr := i,deadline := nil,sendrs(i, OK)sendlasts „ nilsendsr(lasts, msg)*getAck(a)rcvrs(lasts, a)lasts := nil,msg := nilsendAckexists i such that rcvsr(i, *),i ˇ (low..high)low := max(low, i),sendrs(i, if i = lastrthen OK else lost )if i = laststhen deadline := nil**crashsrecs := true,deadline:= nil**crashrrecr := true,deadline:= nil*recoversrecslasts := nil,msg := nil,recs := false*recoverrrecr,high < timer — 2elastr := nil,low := high,high := timer + 2e + b,recr := falseincrease-low(i)low < i £ timer — 2e — dlow := iincrease-high(i)high < i £ timer + 2e + bhigh := icleanupsent „ timessent := nilcleanuplastr < timer — 2e — 2dlastr := niltick(i)times < i,|now — i| < etimes := itick(i)timer < i,|now — i| < e,i + 2e < high or recrtimer := iprogress(i)now < i, |i — times/r| < e,i < deadline or deadline=nilnow := itimes: I:= 0 (stable)timer: I:= 0 (stable)sent: I or nil:= nillow: I := 0high: I:= b (stable)lasts: I or nil:= nillastr: I or nil:= nilmsg: M or nil:= nilrecs: Boolean:= falserecr: Boolean:= false deadline : I or nil := nil now : I := 0Table 10.5. State and actions of C. Actions below the thick linehandle the passage of time.

272mmButler W. LampsonTable 10.5 gives the state and actions of C. The conjunct ´ recs has been omittedfrom the guards of all the sender actions except recovers, and likewise for ´ recrand the receiver actions.Note that like G, this version of C sends an ack only in response to a message.This is unlike H, which has continuous transmission of the ack and pays the priceof a done message to stop it. Another possibility is to make timing assumptionsabout rs and time out the ack; some assumptions are needed anyway to makecleanup possible. This would be less practical but more like H.Note that times and timer differ from real time (now) by at most e, and hencetimes and timer can differ from each other by as much as 2e. Note also that thedeadline is enforced by the progress action, which doesn’t allow real time to ad-vance past the deadline unless someone is recovering. Both crashs and crashrcancel the deadline.About the parameters of CThe protocol is parameterized by three constants:¥d = maximum time to deliver a packet¥b = amount beyond timer + 2e to increase high¥e = maximum of |now — timer/s|These parameters must satisfy two constraints:¥d > e so that modes = send implies lasts < deadline.¥b > 0 so increase-high can be enabled. Aside from this constraint the choice ofb is just a tradeoff between the frequency of stable storage writes (at leastone every b, so a bigger b means fewer writes) and the delay imposed onrecoverr to ensure that messages put after recoverr don�t get dropped (asmuch as 4e + b, because high can be as big as timer + 2e + b at the time of thecrash because of (e), and timer — 2e has to get past this via tickr before recoverrcan happen, so a bigger b means a longer delay).10.7.1InvariantsMostly these are facts about the ordering of various time variables; a lot of x „ nilconjuncts have been omitted. Nothing being sent is later than times (C1). Nothingbeing acknowledged is later than low, which is no later than high, which in turn isbig enough (C2). Nothing being sent or acknowledged is later than lasts (C3). Thesender�s time is later than low, hence good unless equal to sent (C4).lasts £ times(C1)lastr £ low £ high(C2a)ids(rs) £ low(C2b)If ´ recr then timer + 2e £ high(C2c)ids(sr) £ lasts(C3a)lastr £ lasts(C3b)

Reliable Messages and Connection Establishmentmm273{i | (i, OK) ˛ rs} £ lasts(C3c)low £ times(C4)low < times if lasts „ timesIf a message is being sent but hasn�t been delivered, and there hasn�t been acrash, then deadline gives the deadline for delivering the packet containing themessage (based on the maximum time for a packet that is being retransmitted toget through sr), and it isn�t too late for it to be accepted (C5).If deadline „ nil thennow < lasts + e + d(C5a)low < lasts(C5b)An identifier getting a positive ack is no later than low, hence no longer good(C6). If it�s getting a negative ack, it must be later than the last one accepted (C7).If (lasts, OK) ˛ rs then lasts £ low(C6)If (lasts, lost) ˛ rs then lastr < lasts(C7)10.8The Handshake Protocol HThis is the standard protocol for setting up network connections, used in TCP,ISO TP-4, and many other transport protocols. It is usually called three-wayhandshake, because only three packets are needed to get the data delivered, butfive packets are required to get it acknowledged and all the state cleaned up(Belsnes [1976]).As in the generic protocol, when there are no crashes the sender and receivereach go through a cycle of modes, the sender perhaps one ahead. For the sender,the modes are idle, needI, send; for the receiver, they are idle, accept, and ack. In onecycle one message is sent and acknowledged by sending three packets fromsender to receiver and two from receiver to sender, for a total of five packets.Table 10.6 summarizes the modes and the packets that are sent.The modes are derived from the values of the state variables j and last:modes = idleiff js = lasts = nilmoder = idleiff jr = lastr = nilmodes = needIiff js „ nil moder = acceptiff jr „ nilmodes = sendiff lasts „ nilmoder = ackiff lastr „ nilFigure 10.7 shows the state, the flow of identifiers from the receiver to thesender at the top, and the flow of done information back to the receiver at thebottom so that it can clean up. These are sandwiched between the standard ex-change of message and ack, which is the same as in G (see Figure 10.4).Intuitively, the reason there are five packets is that:¥One round-trip (two packets) is needed for the sender to get from thereceiver an I (namely ir) that both know has not been used.¥One round-trip (two packets) is then needed to send and ack the message.

274mmButler W. Lampson SenderReceivermodesendadvance onpacketadvance onsendmodeidlesee idlebelowput,to needI(i, lost) when(i, m) arrives3idleneedI(needI, js)repeatedly(needI, j)fi(needI, j) arrives,to accept(js, i) arrives,to send(j, i)‹(jr, ir)repeatedlyacceptsend(lasts, m)repeatedly(i, m)fi(ir, m) arrives,to ack(ir, done) arrives,to idle(lasts, a ) arrives,to idle(i, a)‹(lastr, OK)repeatedly4ackidle(i, done) when(i, a) arrives(i, done)fi(lastr, done) arrives,to idleneedIorsend(i, done) when(j „ js, i) or (i, OK) arrives,to force receiver to idleTable 10.6. Exchange of messages in H¥A final done packet from the sender informs the receiver that the sender hasgotten the ack. The receiver needs this information in order to stop retrans-mitting the ack and discard its state. If the receiver discards its �I got themessage� state before it knows that the sender got the ack, then if thechannel loses the ack the sender won�t be able to find out that the messagewas actually received, even though there was no crash. This is contrary tothe spec S. The done packet itself needs no ack, because the sender will alsosend it when idle and hence can become idle as soon as it sees the ack.We introduce a new type:J, an infinite set of identifiers that can be compared for equality.The sender and receiver send packets to each other. An I or J in the first com-ponent is there to identify the packet for the destination. Some packets also havean I or J as the second component, but it does not identify anything; rather it isbeing communicated to the destination for later use. The (i, a) and (i, done)packets are both often called �close� packets in the literature.3 (i, lost) is a negative acknowledgement; it means that one of two things has happened:�The receiver has forgotten about i because it has learned that the sender has gotten a positiveack for i, but then the receiver has gotten a duplicate (i, m), to which it responds with thenegative ack, which the sender will ignore.�The receiver has crashed since it assigned i, and i�s message may have been delivered to get ormay have been lost.4 (i, OK) is a positive acknowledgement; it means i�s message was delivered to get.

Reliable Messages and Connection Establishmentmm275rcv( j,i)send( j,i)send(i,m)rcv(i,a)send(i,a)[erase lastr][copy]rcv(i,m)send(needI,j)rcv(needI,j)SenderactionsstateReceiverstateactionssend(i,done)rcv(i,done)j-newjsirassignI(j, i)choose(i)rs125srneedI12put(m)jrgrlastrget(m)lastsput(m)getAck(a)ReceiverSendersr5B5OKrs4lostmsgsrdone5cleanupnewr124gs3AFigure 10.7. The flow of information in HThe H protocol has the same progress and efficiency properties as G, and in ad-dition, although the protocol as given does assume an infinite supply of Is, it doesnot assume anything about clocks.It�s necessary for a busy agent to send something repeatedly, because the otherend might be idle and therefore not sending anything that would get the busyagent back to idle. An agent also has a set of expected packets, and it wants toreceive one of these in order to advance normally to the next mode. To ensurethat the protocol is self-stabilizing after a crash, both ends respond to an unex-pected packet containing the identifier i by sending an acknowledgement: (i, lost)or (i, done). Whenever the receiver gets done for its current I, it becomes idle.Once the receiver is idle, the sender advances normally until it too becomes idle.Table 10.7 gives the state and actions of H. The conjunct ´ recs has been omittedfrom the guards of all the sender actions except recovers, and likewise for ´ recrand the receiver actions.10.8.1InvariantsRecall that ids(c) is {i | (i, *) ˛ c}. We also define jds(c) = {j | (j, *) ˛ c or (*, j) ˛ c}.Most of H�s invariants are boring facts about the progress of I�s and J�s fromused sets through i/js/r to lasts/r. We need the history variables useds and seen to

276mmButler W. LampsonNameGuardEffectNameGuardEffect**put(m)msg = nil,msg := m,exists j suchthat j ˇ j-usedjs := j,j-used +:= {j}requestIjs „ nil,lasts = nilsendsr(needI, js)assignI(j,i)rcvsr(needI, j),ir = lastr = nil,i ˇ usedrjr := j, ir := i,usedr +:= i,seen +:= {(j, i)}choose(i)lasts = nil,rcvrs(js, i)js := nil, lasts := i,useds +:= ÆiæsendIjr „ nilsendrs(jr, ir)sendlasts „ nilsendsr(lasts, msg)*get(m)exists i suchthat rcvsr(i, m),i = irjr := ir := nil,lastr := i,sendrs(i, OK)sendAcklastr „ nilsendrs(lastr, OK)*getAck(a)rcvrs(lasts, a)if a = OK thensendsr(lasts, done)msg := lasts := nilbounceexists i suchthat rcvsr(i, *),i „ ir, i „ lastrsendrs(i, lost )bounce(j, i) rcvrs(j, i), j „ js, i „ lastsor rcvrs(i, OK)sendsr(i, done)cleanup(i)rcvsr(i, done),i = ir or i = lastrjr := ir := nil,lastr := nil**crashsrecs := true**crashrrecr := true*recoversrecsmsg := nil,js := lasts := nil,recs := false*recoverrrecrjr := ir := nil,lastr := nil,recr := falsegrow-j-used(j)j-used +:= {j}grow-used(i)usedr +:= {i}useds: sequence[I]:= Æ æ (history)usedr: set[I]:= { } (stable)j-used: set[J]:= { } (stable)seen: set[(J, I)]:= { } (history)js: J or nil:= niljr: J or nil:= nilmsg: M or nil:= nilir: I or nil:= nillasts: I or nil:= nillastr: I or nil:= nilrecs: Boolean:= falserecr: Boolean:= falseTable 10.7. State and actions of H. Heavy black lines outlineadditions to Gexpress some of them. (H6) says that there�s at most one J (from a needI packet)that gets assigned a given I. (H8) says that as long as the sender is still in modeneedI, nothing involving ir has made it into the channels.j-used ˚ {js, jr} — {nil} ¨ jds(sr) ¨ jds(rs) (H1)usedr ˚ {ir, lastr} — {nil} ¨ useds ¨ {i | (*, i) ˛ rs} ¨ ids(sr) ¨ ids(rs)(H2)useds ˚ {lasts, lastr} — {nil} ¨ ids(sr) ¨ ids(rs)(H3)If (i, done) ˛ sr then i „ lasts(H4)If ir „ nil then (jr, ir) ˛ seen(H5)

Reliable Messages and Connection Establishmentmm277If (j, i) ˛ seen and (j�, i) ˛ seen then j = j�(H6)If (j, i) ˛ rs then (j, i) ˛ seen(H7)If js = jr „ nil then (ir, *) ˇ sr and (ir, done) ˇ rs(H8)10.8.2ProgressWe consider first what happens without failures, and then how the protocol re-covers from failures.If neither partner fails, then both advance in sync through the cycle of modes.The only thing that derails progress is for some party to change mode withoutadvancing through the full cycle of modes that transmits a message. This canonly happen when the receiver is in accept mode and gets (ir, done), as you cansee from Table 10.6. This can only happen if the sender got a packet containing ir.But if the receiver is in accept, the sender must be in needI or send, and the onlything that�s been sent with ir is (js, ir). The sender goes to or stays in send anddoesn�t make done when it gets (js, ir) in either of these modes, so the cyclingthrough the modes is never disrupted as long as there�s no crash.If either partner fails and then recovers, the other becomes idle rather thangetting stuck; in other words, the protocol is self-stabilizing. Why? When thereceiver isn�t idle it always sends something, and if that isn�t what the senderwants, the sender responds done, which forces the receiver to become idle. Whenthe sender isn�t idle it�s either in needI, in which case it will eventually get what itwants, or it�s in send and will get a negative ack and become idle. In more detail:The receiver bails out when the sender crashes because¥the sender forgets is and js when it crashes,¥if the receiver isn�t idle, it keeps sending (jr, ir) or (lastr, OK),¥the sender responds with (ir/lastr, done) whenever it sees either of these,and¥the receiver ends up in idle whenever it receives this.The sender bails out or makes progress when the receiver crashes because¥If the sender is in needI, either�it gets (js, i „ ir) from the pre-crash receiver, advances to send, and bailsout as below, or�it gets (js, ir) from the post-crash receiver and proceeds normally.¥If the sender is in send it keeps sending (lasts, msg),�the receiver has lastr = nil „ lasts, so it responds (lasts, lost), and�when the sender gets this it becomes idle.An idle receiver might see an old (needI, j) with j „ js and go into accept with jr„ js, but the sender will respond to the resulting (jr, ir) packets with (ir, done),which will force the receiver back to idle. Eventually all the old needI packets willdrain out. This is the reason that it�s necessary to prevent a channel from deliver-ing an unbounded number of copies of a packet.

278mmButler W. LampsonNameGuardEffectrecycle(i)for Gi ˇ gs ¨ gr ¨ {lasts, lastr} ¨ ids(sr) ¨ ids(rs)useds —:= {i},usedr —:= {i}recycle(i)for Hi ˇ {lasts, ir, lastr} ¨ {i | (*, i) ˛ rs} ¨ ids(sr) ¨ ids(rs)useds —:= {i},usedr —:= {i},seen —:= {j | (j, i) ˛ seen | (j, i)}recycle-j(j)for Hj ˇ {js, jr} ¨ jds(sr) ¨ jds(rs)used-j —:= {j},seen —:= {i | (j, i) ˛ seen | (j, i)}Table 10.8. Actions to recycle identifiers10.9Finite IdentifiersSo far we have assumed that the identifier sets I and J are infinite. Practical proto-cols use sets that are finite and often quite small. We can easily extend G to usefinite sets by adding a new action recycle(i) that removes an identifier from usedsand usedr so that it can be added to gr again. As we saw in Section 10.1, when weadd a new action the only change we need in the proof is to show that it main-tains the invariants and simulates something in the spec. The latter is simple:recycle simulates no change in the spec. The former is also simple: we put a strongenough guard on recycle to ensure that all the invariants still hold. To find outwhat this guard is we need only find all the invariants that mention useds or usedr,since those are the only variables that recycle changes. Intuitively, the result is thatan identifier can be recycled if it doesn�t appear anywhere else in the variables orchannels.Similar observations apply to H, with some minor complications to keep thehistory variable seen up to date, and a similar recycle-j action. Table 10.8 gives therecycle actions for G and H.How can we implement the guards on the recycle actions? The tricky part isensuring that i is not still in a channel, since standard methods can ensure that itisn�t in a variable at the other end. There are three schemes that are used inpractice:¥Use a FIFO channel. Then a simple convention ensures that if you don�t sendany i1�s after you send i2, then when you get back the ack for i2 there aren’tany i1�s left in either channel.¥Assume that packets in the channel have a maximum lifetime once theyhave been sent, and wait longer than that time after you stop sendingpackets containing i.¥Encrypt packets on the channel, and change the encryption key. Once thereceiver acknowledges the change it will no longer accept packets encrypt-ed with the old key, so these packets are in effect no longer in the channel.

Reliable Messages and Connection Establishmentmm279For C we can recycle identifiers by using time modulo some period as theidentifier, rather than unadorned time. Similar ideas apply; we omit the details.10.10ConclusionsWe have given a precise specification S of reliable at-most-once message deliverywith acknowledgements. We have also presented precise descriptions of twopractical protocols (C and H) that implement S, and the essential elements ofproofs that they do so; the handshake protocol H is used for connection establish-ment in most computer networking. Our proofs are organized into three levels:we refine S first into another specification D that delays some of the decisions of Sand then into a generic implementation G, and finally we show that C and Hboth implement G. Most of the work is in the proof that G implements D.In addition to complete expositions of the protocols and their correctness, wehave also given an extended example of how to use abstraction functions andinvariants to understand and verify subtle distributed algorithms of some practi-cal importance. The example shows that the proofs are not too difficult and thatthe invariants, and especially the abstraction functions, give a great deal of in-sight into how the implementations work and why they satisfy the specifications.It also illustrates how to divide a complicated problem into parts that make senseindividually and can be attacked one at a time.ReferencesAbadi, M. and Lamport, L. (1991), The Existence of Refinement Mappings, Theor-etical Computer Science 82 (2), 253-284.Belsnes, D. (1976), Single Message Communication, IEEE Trans. CommunicationsCOM-24, 2.Lampson, B., Lynch, N., and S¿gaard-Andersen, J. (1993), Reliable At-Most-OnceMessage Delivery Protocols, Technical Report, MIT Laboratory for ComputerScience, to appear.Liskov, B., Shrira, L., and Wroclawski, J. (1991), Efficient At-Most-Once MessagesBased on Synchronized Clocks, ACM Trans. Computer Systems 9 (2), 125-142.Lynch, N. and Vaandrager, F. (1993), Forward and Backward Simulations, Part I:Untimed Systems, Technical Report, MIT Laboratory for Computer Science, toappear.

280mmButler W. LampsonAppendixFor reference we give the complete protocol for G, with every action as atomic asit should be. This requires separating the getting and putting of messages, thesending and receiving of packets, the sending and receiving of acks, and thegetting of acks. As a result, we have to add buffer queues bufs/r for messages atboth ends, a buffer variable ack for the ack at the sender, and a send-ack flag forpositive acks and a buffer nack-buf for negative acks at the receiver.The state of the full G is:useds: sequence[I]:= Æ æ (stable)usedr: set[I]:= { } (stable)gs: set[I]:= { }gr: set[I]:= { }lasts: I or nil:= nillastr: I or nil:= nilbufs: sequence[M]:= Æ æbufr: sequence[M]:= Æ æmsg: M or nil:= nilmark: + or #:= +ack: A:= lostsend-ack: Boolean:= falsenack-buf: sequence[I]:= Æ ærecs: Boolean:= falserecr: Boolean:= falseThe abstraction function to D is:q the elements of bufr paired with ++ old-q + cur-q+ the elements of bufs paired with +status (?, +)if bufs „ emptyelse(?, mark)if cur-q „ { }(a)(?, +)if modes = send, lasts = lastr, bufr „ { }(b)(OK, +)if modes = send, lasts = lastr, bufr = { }(c)(OK, #)if modes = send and lasts ˛ inflightrs(d)(lost, +)if modes = send (e) and lasts ˇ (gr ¨ {lastr} ¨ inflightrs)(ack, +)if modes = idle(f)recs/rrecs/r

Reliable Messages and Connection Establishmentmm281NameGuard EffectName GuardEffect**put(m)append m tobufsprepare(m)msg = nil,m first on bufs,gs ˝ gr or recrbufs:=tail (bufs),msg := m,mark := +choose(i)msg „ nil,lasts = nil,i ˛ gsgs —:= {j | j £ i},lasts := i,useds +:= Æiæsendsr(i, m)i = lasts „ nilm = msgrcvsr(i, m)if i ˛ gr then append m to bufr, sendAck := false, gr —:= {j | j £ i}, lastr := i,else if i ˇ gr ¨ {lastr} then optionally nack-buf +:= Æiæelse if i = lastr then sendAck :=true*get(m)m first on bufrif bufr = Æmæ then sendAck := true,bufr :=tail (bufr)rcvrs(i, a)if i = lasts then ack := a, msg := nil, lasts := nilsendrs (i, OK)sendrs (i, lost)i = lastr, sendAcki first on nack-bufoptionally sendAck := falsenack-buf := tail (nack-buf)*getAck(a)msg = nil,bufs = empty,ack = aack := lost**crashsrecs := true**crashrrecr := true*recoversrecslasts := nil,msg := nil, bufs := Æ æ,ack := lost, recs := false*recoverrrecr,usedr ˚ gs ¨ usedslastr := nil,mark := #, bufr:=Æ æ,nack-buf:=Æ æ, recr:=falseshrinks(i)gs —:= {i}shrinkr(i)i ˇ gs, i „ lastsor mark = #gr —:= {i}grows(i)i ˇ used,i ˛ gr or recrgs +:= {i}growr(i)i ˇ usedrgr +:= {i},used +:= {i}grow-useds(i)i ˇ used ¨ gs,i ˛ usedr or recrused +:= {i}cleanuplastr „ lastslastr := nilunmarkgs ˝ gr, lasts ˛ gr ¨ {lastr, nil}mark := +Table 10.9. G with honest atomic actions