6.826 Principles of Computer Systems Fall Semester, 1992

Lecture 20: November 25, 1992

Lecturer: Butler Lampson Scribe: Frank Ho

1 Lecture Overview

Today’s lecture continues our discussion on authorization schemes used in security systems. The question we shall address is to determine which principal, is making the request. In the second half of the lecture, we shall begin a new topic � system management. We shall look at issues of system management and discuss policies for addressing the problems.

2 Authentication Issues

We need to know who is making a request in order to ensure security in a distributed system. It is inadequate to know only about the physical channel which the message comes from; we need to know the principal who generated the message. This is possible if we know who can speak for whom, which can be deduced from other knowledge that the system already has. In particular, it will be useful to know that channel C =)principalP,thatis,ifCsaysS,thenPsaysS.Thisruleis

correctonlyifPisthe sole principalthatcan send messages onchannel C.

In distributed systems, for example, the channels are based on public-key encryption because wecanbecertainastowhoactuallysentthemessage. This ispossiblebecause webelievethatthe encryptionalgorithmisstrong, andthatwe knowwhoitis thatknows thekey.

The receivermust make sure that the decryptionkey K p that it uses to decrypt messages on C is actually the decryption key for P▷ The danger is that an adversary A could misinform the receiver by posing its own decryption key K a as K p and then send messages on C using its encryption key K�1_{a which will be accepted by the receiver as coming from P▷ We discuss below how to establish} that K p =)P. 3 Authentication Model

We couldestablish that K jmw speaks for jmw by either.

1▷ Physically going to see her and ask her about her key▷ This is usually inconvenient and maybe infeasible▷

2▷ Asking her to send her key in a message▷ The problem here is. how can we be sure that the message actually comes from her⋆

Recall that the Handoff Rule establishes that. IfA=)BandAsays A’=)B, then Aφ=)B. In the single certiαcation scheme we have a trusted certiαcation authority CA and it is known that K_{CA} =)CA, andCA =)anyone. Henceif K CA says K jmw =)jmw thenreally K jmw =) jmw, whichis thesame as sayingthat K jmw is actually the key for jmw▷ The idea is that if the message can be decrypted with K CA we can be certain that it comes from the trusted certiαcation server and is therefore reliable▷ In order to generalize the scheme to make it practical we need to have more than one certiαcation agency▷ We want to know which server speaks for which set of entities▷ This can be done with a decentralized naming scheme.

Figure 1. A Decentralized Naming Tree

The question again is. how can we believe that K jmw =)jmw? If we know that MIT speaks for all entities under MIT in the tree, and the root speaks for all entitiesunderit, thenitis enoughtoknowonlythe keyoftheroot. Thatis,

K_/ =)/*

Now, if:

K_/ says K_{M IT} =)/mit/* K_{M IT} says K_{jmw} =)/mit/jmw thenwe can believethat K

jmw =)/mit/jmw.

The problem with this scheme is that we are giving too much power to one entity � the root ofthetree. Itis moredesirabletodecentralizethetrust,especially ifthe systemis verylarge. One 2 solution is to trust only those entities that are on the shortest path we can �nd on the naming tree. Itis unnecessary to go up veryhigh on the namingtree to dothe authentication. For example, we can start withsome knownpublic keys fora set ofchannels, such as US, MIT, DEC, etc. Inorder to authenticate /mit/jmw, we only need to go up to the entity MIT. The idea is to avoid trusting somethingfortoomuchauthenticationpower. Atwo-wayschemeforrestrictingtrustisillustrated bythis example:

K_{bwl} =)/DEC/bwl except nil K_{bwl} says K_{DEC} =)/DEC/* except /DEC/bwl K_{DEC} says K_/ =)/* except /DEC/* K_/ says K_{M IT} =)/MIT/* except �..� K_{M IT} says K_{jmw} =)/MIT/jmw except nil

4 Access Control List Inthismodel,eachobjecthasanaccesscontrollistwhichcontainsauthorizationinformationrelated to principals that are allowed to access its resources. A simple-mindedmethod for authentication is torunthroughthelist inorder,butthis isimpracticalbased ontwoobservations: 1. Publickeyencryptionisslow(1000timesslowerthansharedkeyencryption). Wetherefore needtemporarysharedkeyssuchas K bwl says K S =) Kbwl▷ ↼In this example bwl makes up the shared key▷↽ With this indirection method many levels may be required and the access control list may end up with long chains of information▷

2▷ For any given group there are many possibilities that a certain name may be associated with▷ The access control list can be very large▷

We therefore need an efαcient way to αnd out what on the access control list to try▷ One solution is to attach the principalφs name ↼in unencrypted form↽ to the encrypted message, for example in the form of a hint that that says that K bwl speaks for bwl▷ The object entity then needs to obtain a certiαcate that conαrms this ↼authentication↽ and also check with the access control list whether bwl is authorized to do the operation▷

4▷1 Push model

In this setup the sender obtains the certiαcate and passes it along as part of the request▷ In such a case the receiving object need only read the certiαcate and the access control list▷ The problem with this approach is that too much burden is put on the sending principal▷

4▷2 Pull model

In the pull model the receiver of the request ↼the object↽ is responsible for obtaining all necessary authentication information from the certiαcation authority▷ The obvious compromise is to use an intermediate approach▷ It is possible to have the sender supply some information and the receiver the rest, for example each can provide certiαcates for their part of the authentication tree▷

5 System Management � An Overview

The remaining part of the lecture concerns the issues of system management▷ One issue is that when an organization acquires a computer system it initially establishes and then maintains a small set of information as to who is authorized to use which part of the system▷ This is then distributed among the users▷ In practice however a large amount of information is initialized and problems can arise▷ The question is whether something can be done about it▷ There are two things we can say about the system at the top level.

1▷ No matter how perfect the system it must be told something▷ For example security systems require the input of keys and authentication schemes▷

2▷ The primary policy issue concerns resource allocation▷ Systems are often not properly engi neered and many bugs are nonrecoverable▷

In order to get a usable system we may. ffl Build some set of mechanism that uses the basic technology to create a management-free system.

ffl Let peopleperformthesystem managementtask.

The domain of system management is what is left over when the algorithms have done their best. As a general rule, the more complex the system management scheme, the less management is requiredbyhumanoperators. 6 System Management � Issues 1. Con�gurationchanges Con�gurationchangesarisefrominstallingandremovingparts,andfromfailuresandrepairs. There is usually a heavy involvement of people. For example, in a fault tolerant system, 4 we can maintain redundancy for every component of the system. An automatic test can determine if each component is working and calls technical service for help. Most people, however,are notcomfortablegivingsomuch autonomytothe system.

2. Replication Manysystemsrequirethatdataexistinmorethanoneplace. AnexampleisasystemconsistingofmanyUNIXworkstations. Each onehastomaintainapassword�le. Acentralserver may keep the master copy of the �le, which is then replicated to each machine. Since the servermaycrash,itmustbereplicated. Otherexamplesincludesoftwaredistributionamong many workstations, backup for storage components, and �lesystems replicated to provide higheravailability.

3. Performance monitoring

The generalissue here is that we have some expectations as to how the system is behaving, which is derived fromour speci�cations and past experience. We need to build a model for describing how the system behaves, and measure the actual behavior based on the model. Weshouldnotethatasystemmaybetoocomplextomeasureexactly,asmanythingscango wrong. It is thereforeimportant that a propermodel is used. A correct model also provides thebasis forimplementinga feedbackloopforautomatingsystem management.

4. Dependencies Systems usually have a hierarchy of dependencies. A component may not work unless anothercomponentworkscorrectly. Knowledgeofdependenciesisimportantinfailureanalysis andinitialization. Whenasystemgoeswrong,wemayobservesomehighlevelcomponents behaving improperly. If we observe a problemwith A, itmay be caused by B’s failure. We alsoneedtoknowtheappropriateorderofinitialization. Thebootserver,forexample,must work before anything else can work in a system. Speci�cally, we want to make sure that thereareno dependencycycles, and thattheloadcontrolis known.

7 Access to System Management Parameters

Each component in a distributed system has a set of parameters, which the system manager needs to knowin orderto controlit. Underthe SimpleNetworkManagement Protocol (SNMP),a tableis keptthat lists thename ofeach componentand alsosome standard communication channels to access that component. This is implemented with a Management InformationBoard (MIB), which is a hierarchical namespace that can be viewed as a board ofcells:

Figure2: The ManagementInformationBoard

Twooperations,READandWRITE,canbeusedtoaccessinformationonthetable. Thesystem managementcan makeuse ofthese operationsto access data formaintainingthesystem.