Figure 3: E�ect of ul tiple serialization tec hni ques. Y, ho ev er, is serializing based on time stamps, so it is simply assuring that the alue read while servicing T1 is not a�ected T2. One solution to this is simply to assure that all the participating transaction managers ha the same impression of the serialization eing done. This, of course, decreases the abilit to use heterogeneous systems whic ma made di�eren endors. References [1] Alfred Z. Sp ector. Distribute ansaction Pr essing and The Camelot System ec h- nical Rep ort CMU-CS-87-100 Carnegie-Mellon Univ e rsit Jan uary 1987. Also app ears in Distribute Op er ating Systems Edited ak er et.al. 1987. 1. ransaction visits participan 2. lea e and executes at di�eren site 3. crashes 4. reco ers 5. visits again Here, the participan ust ha record of the fact that it crashed at some oin after the transaction �rst visited it. The follo wing ys of accomplishing this ere suggested. The participan logs \T as here" record at eac visitation (this impl ies log force). Eac no de ee ps coun of the um er of times it has crashed. The transaction can then record the crash coun of eac no de at the time it visits it and will kno to ab ort if the crash coun of an participan increases. The participan marks itself on the transaction if it eliev es that this is the �rst time it has een visited. If an site marks transaction ul tiple time s, then it ust ha crashed and the transaction should ab orted. 4.4 Com paring Distributed and Cen trali z ed ransactions These are the fundamen tal di�erences et een the DTP systems describ ed and the sequen tial systems discussed earlier in the term: 1. Tw log forces are in olv e d. 2. no de can not just simply decide to ab ort after crash. 3. The co ordinator (or someone) needs to remem er the decision on the fate of trans- action. Managing Sync hronization Consider sites in distributed transaction pro cessing system, one of whic ac hiev es serialization using o-phase lo king (2PL), the other of whic uses ulti -v e rsion time stamps (MVTS). No consider the scenario in Figure 3. Lo cally to eac site, things are �ne. But from the oin of view of the system, the site doing 2PL ould ha exp ected the alue read in T1 on site to that whic as written in T2 on site ecause it considers the comm itte transaction to ha ccurred �rst. Site Figure 2: 3-phase proto col scenario. The transaction is ab orted, ev en though oth partici- pan ts ote \y es." et e en comm unic ation failures and failures of other sites, it is ossible to impl em e non- blo king sc hem e. Unfortunately it is extrem ely di�cult (if not imp ossible) to di�eren tiate et e en net ork partitions and site failures. Th us, sc hem es that assume suc mec hanism ha more theoretical than practical in tere st. Nev e rthele ss, the 3-phase comm it proto col has een prop osed to implem en non- blo king sc hem e. Camelot ], the CMU distributed transaction pro cessing system, o�ers the 3-phase proto col as an optional feature. The proto col consists of the follo wing three phases: 1. collect otes 2. distribute otes 3. distribute decision This proto col returns degree of autonom to the participan ts. In the ypical case, the co ordinator mak e the comm it/ab ort decision, and ev en tuall distributes the decision. Ho ev e r, the transaction can ab orted, ev e if all of the participan ts ote \y es." Figure sho ws suc scenario. In the �rst phase, the participan ts in transaction ote to comm it. During the second phase, the co ordinator distributes the otes to one participan t. Before the ote distribution phase is complete, oth the co ordinator and the participan that receiv ed the otes crash. The other participan detects that all of the sites that kno the otes ha crashed. (Recall that the 3-phase proto col requires crash detection mec hanism .) The remaining participan ust ab ort the transaction in order to ensure correct eha vior without blo king. 4.3 Crash Coun ts If transaction manager is ask ed for ote, it ust ote no if it has no record of the transaction for an reason. It can not ote es based solely on the fact that it has record, ho ev er. Consider the follo wing scenario: 3. articipan fails efore oting: Since it is usually imp ossible for co ordinator to tell the di�erence et e en comm unication failure and participan failure, the co ordina- tor ust time-out after long oting dela ys. Up on time-out, co ordinator ab orts the dela e transaction. Ho ev er, this olicy is not enough to guaran tee correct eha vior after participan failure. Consider the follo wing scenario: 1. ransaction visits participan 2. lea es and executes at di�eren site 3. crashes 4. reco ers 5. attempts to commi In general, it is di�cult to detect this scenario. ensure correct eha vior, can ab ort the transaction when it reco e rs and then ote \no" when the co ordinator attempts to comm it T. 4. Co ordinator fails efore decision: The co ordinator ab orts ending transactions during reco ery successfully ab ort transaction after crash, the transaction’s participan ts ust recorded in stable storage. 5. Co ordinator fails after decision: If the co ordinator fails after making decision, the decision ust ersist. This impli es that the co ordinator ust write the decision to the redo log and force the log efore transmitting the decision to an participan ts. There are yp es of log forces that are required during 2-phase comm it proto col. First, the participan ts ust mak sure that all of the transaction’s up dates are logged in stable storage. This force is analogous to the orceAll () in the sequen tial impl em e tation of transactions. Second, the co ordinator ust record the decision in stable storage. This action is analogous to writing the comm it record to the stable log in the sequen tial implem e tation. 4.2 The 3-Phase Comm i Proto col The o-phase commi proto col is termed blo cking ommit pr oto ol ecause it blo ks participan from taking action on transaction while the co ordinator of that transaction is do wn. The time span of concern starts at the time that the co ordinator gets all the otes and ends when the co ordinator �nishes distributing the decision. If the co ordinator fails during this windo of vulnerabilit the participan con tin ues to hold the lo ks asso ciated with that transaction. artici pan ts ha no autonomous metho for deciding the fate of ending transactions. It ould quite desirable to allo participan ts to release the lo ks asso ciated with transaction when the co ordinator fails. By assuming that sites can detect the di�erence 4.1 The 2-Phase Comm i Proto col The classic solution to the atomic comm itm en problem is the 2-phase comm it proto col. or eac transaction, this proto col designates one site as or dinator to con trol the comm it pro cedure. Assume (for no w) that transaction’s co ordinator is the site where it starts and comm its. The other sites that are in ol ed in transaction are called articip ants The 2-phase proto col is used when transaction attempts to comm it. In the �rst pr e- ar phase of the proto col, the co ordinator collects commi tm en otes. participan otes \y es" if it thinks that it is ok to commi the transaction, otherwise it otes \no." participan sends \y es" resp onse only after ensuring that all mo di�cations asso ciated with the transaction are in stable storage and are reco erable. Th us, \y es" ote requires log force. After oting \y es," participan ma not hange its mind and unilaterally ab ort the transaction. Once the co ordinator receiv e all of the otes, it decides whether or not to commi the transaction. If all of the participan ts ote \y es," then the co ordinator decides to comm i t, otherwise it decides to ab ort the transaction. In the second phase of the proto col, the co ordinator distributes the decision to the participan ts. When participan receiv es the decision, it can release the lo ks and erform the up dates asso ciated with the transaction. The ab discussion describ es ho the 2-phase proto col ac hiev es the goal of distributing transaction managemen t. The proto col handles failures in the follo wing ys: 1. Net ork failures: If the net ork loses message, the co ordinator retransmits the ote request un til it receiv e resp onse. If participan receiv es duplicate ote request, it resends its ote. If co ordinator receiv es duplicate resp onse, it ignores the redundan ote. 2. articipan fails after oting: When participan in 2-phase proto col crashes, it can not simply ab ort all activ transactions, as in cen tralize system. If the partici- pan otes to commi transaction efore failing, then after reco eri ng, it ust reco er the transaction’s state prior to the failure. allo this yp of reco ery partici- pan marks transaction as pr ep ar efore sending \y es" ote to the transaction’s co ordinator (hence the name of the pr ep ar phase). The reco ery is implem en te recording prepare records in the redo log. partici- pan ust force prepare record to stable storage efore sending oting to comm it transaction. The redo pro cedure restores the lo ks asso ciated with eac of the prepared transactions, and lea e the transactions in an activ state. The participan ust able to infer the lo ks asso ciated with eac transaction from the stable redo log. The 2-phase commi proto col should not confused with the 2-phase lo king sc heme that is used to serialize commi tted transactions. Implem en tations of the 2-phase proto col can mak pro visions for transactions that are ending. or example, participan ma ait certain amoun of time efore resp onding to ote request. participan migh also reply with \try again later" message. Figure 1: distributed transaction system. through cen tral site, the bandwidth of the system is lim ited the bandwidth of the lo manager. When the lo manager fails, the en tire system fails. Instead, distributed transactions system should disp erse the managemen of transactions. Second, the ail abilit of the system as whole is or. Rather than propagating the e�ects of site failure, distributed system should attempt to isolate failure. mo del of distributed transaction system is illustrated in Figure 1. transaction manager (TM) resides at eac site and main tains an indep enden log for the stable state at the site. Assume (for no w) that when site fails, it crashes complete ly (fail-stop). The net ork ma lose or duplicate messages, but do es not corrupt messages. transaction can egin at an site, and can mo to other sites via parameter of remote pro cedure call (RPC). transaction starts at some site, and anders around the distributed system through the net ork. simpli fy the mo del, assume that transaction commi ts at the site where it started. (This assumption ab out comm its is not essen tial.) There are acceptable eha viors of transaction. 1. transaction can commi successfully at all sites and ersist. 2. transaction can ab ort, and none of its mo di�cations can a�ect an transactions that comm it. The problem in distributed system is determining when transaction ma commi t. Since it is unacceptable for some sites to comm it transaction while others ab ort it, it is necessary to implem en comm uni cation proto col that enforces atomic ommitment ev en in the presence of site failures. 2.2 The Con text of Secure Channels The comm unicati on net ork sp eci�cations discussed in class allo messages to dropp ed and to receiv ed ultipl times. Ho ev er in practice, it is go assumption that suc unfa orable ev en ts are rare. This assumption is not alid when reasoning ab out secure comm unic ation. In the con text of secure hannels, it is necessary to assume that an adv ersary (the \bad guy") will attempt to break the comm unic ation sc hem e. In particular, an adv ersary can duplicate an arbitrary um er of messages and rep eat them at an time. Th us, certain argumen ts that are alid for normal net ork are not alid for secure net ork. or example, it is ossible to argue that message iden ti �er ma reused after giv en amoun of time in normal net ork. Ho ev er, the activit of the adv ersary mak es suc an argumen in alid for secure net ork. While the adv ersary complicates the issues in olving the generation and use of unique message iden ti�e rs, man of the concepts from the comm unic ation �eld carry er in to the realm of securit Comm unic ations Securit Duplicate Receiv es Repla ttac Unique Iden ti�er Nonce Distributed ransactions The sp eci�cation of distributed transaction system is fundamen tally the same as the sp ec- i�cation of transactions in cen trali zed system. Both yp es of transaction system are used to guaran tee the atomicit ermanence, and serializabili of collections of op erations ]. Ho ev e r, distributed implem en tation of transaction system is spread e ultipl sites, and can tolerate the failure of arious com binations of the sites. The fundamen tal issues that are inheren in distributed system are coping with partial failures in the system, and co ordinating sites for sync hronization. Reco ery from artial ailure iden ti fy the goals of distributed system, examine naiv imple m en tation of transaction system. App oin one site as lo ck manager whic cen trali zes the access to all shared ob jects. When an site in the distributed system fails, reb ot ev ery site in the en tire system. This �rst-cut impl em e tation su�ers from fundamen tal problems. First, the lo manager is erformance and reliabilit ottlenec k. Since all shared accesses ust co ordinated 6.826 Principles of Computer Systems all Semeste r, 1990 Lecture 20: No em er 26, 1990 ctur ers: Butler am pson and Bil Weihl Scrib es: David Chaiken and Doug DeA ngelis ell, guess this class on’t writing an op erating systems... Butler ampson Admin istrativ Information Handout Title 34 Problem Set #4 Solutions Problem Set #4 Corrected The failure on Problem Set #4 as generalized and wide-spread, so don’t feel to bad if ou did orly Last eek’s Lefto ers There are issues regarding secure comm unic ation (discussed in Lecture 19) that need elab oration. The �rst in olv e the notation and seman ti cs used to reason ab out secure hannels, and the second is an observ ation ab out the con text of secure hannels. 2.1 Sem an ti cs of Secure Channels The pro cess of in-band authen tication establishes secure hannel et e en parties through the use of an authen tication serv er. Section 6.1 of Lecture 19 examines sce- nario in whic principals and establish secure hannel. When reasoning ab out this scenario, the statemen AS AB has the meaning: \F rom the hannel de�ned the ey AS receiv ed message stating that the hannel de�ned ey AB sp eaks for principal B." The syn tax AS AB ma replaced another syn tax, suc as AB AS Although the latter syn tax ma more concretely represen the actual enco ding of the message in real system, oth notations ha the same meaning (seman t ics). Despite the jihads that are fough er syn tax, formal reasoning is based on seman tics, not on syn tax.